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How to start a replication In
MYSQL

Ma €AEYX0 XWPOL KAVOULE:
1. df -h
Kol énelta epOaov €Xouue apKETSO XWPO KAVOLUE

2. mysqldump -u root -p emplemdb --single-transaction --master-data=2 --routines --events --
triggers | gzip > emplemdb.sql.gz

To --master-data=2 nepléyel dedopéva yla tTo onueio amno to onoilo Ba Eekivrjoel To replication va
TPEXEL

To --single-transaction o€ innodb tables kdvel To backup xwpic va xpetaotel va LOCK Tta table

MPOXOXH: NA INETAI EAEFXOZ OTI YIMNAPXEI XQPOZ >TO ZEPBEP INPIN NINEI TO BACKUP. AN EXEIX

0% XQPO EXEIZ TTPOBAHMA

2. ??2?27?7?7?7?7?7?7 replication user ??? master db

CREATE USER 'repl'@'%' IDENTIFIED BY 'StrongPassword';
GRANT REPLICATION SLAVE ON ** TO 'repl'@'%';
FLUSH PRIVILEGES;

3. Move the database you backed up from one server to another

MPOZOXH: NA IINETAI EAEMXOZ OTI YINAPXEI XQPOZ >TO ZEPBEP IMPIN NNEI H META®OPA. AN

EXEIZ 0% XQPO EXEIZ [TPOBAHMA

scp dump.sql replica:/

Eniong vndpyxel nepintwon ta bin logs va mdoovue moAL xwpo. MNa dtaypaeni Twv bin logs pnopetl
va xpnowuomnotnOsi to

PURGE BINARY LOGS BEFORE NOW();

4 Import database to replication server

gunzip < emplemdb.sql.gz | mysql -u root -p emplemdb



AuTtH n ladikaoia propel va mépel apkeTH WP AvAAoya To CEPPREP

5. Point replica to master

CHANGE REPLICATION SOURCE TO
SOURCE_HOST='PRIMARY _IP',
SOURCE_USER='repl",
SOURCE_PASSWORD='StrongPassword’,
SOURCE_LOG_FILE="'mysql-bin.000012’,
SOURCE_LOG_P0OS=45678;

To SOURCE_LOG_FILE kat to SOURCE_LOG_POS o Bpilokelg oto kKdvwvtag head -n 50 oto backup
QPXELO TIOL €XOLUE TIAPEL.

TIPS & INFO

1. Aev pnopeic va kKAvelg oto replication alter table kat va BplokeTal oe SlaQoOpPETIKA KATAOTOON
QO TOV MAPAYWYLKO Tivaka. Ag To emTpénel n MYSQL akdua Kat av HAdue ya (dlo (do¢ column
type o€ 1810 160G dLapopeTIKOL PeEYEOBOLG



How to generate a self
encrypted SSL file for non
wildcard domains with certbot

sudo snap install --classic certbot
sudo ln -s /snap/bin/certbot /usr/bin/certbot

sudo certbot --apache

Mo va unopéasl va Bpel to certification to certbot Ba npénel va BplokeTatl ota sites-available to
domain pe Tov MAPaKATW TPOTO OTO

<VirtualHost *:80>
ServerName emblem-ergani.gr

ServerAdmin webmaster@localhost
DocumentRoot /var/www/htmli/public

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG _DIR}/access.log combined
ErrorDocument 404 /error-404.html

RewriteEngine on

RewriteCond % {SERVER_PORT} ~80$%

RewriteRule ~(.*)$ https://%{SERVER_NAME}%{REQUEST_URI} [L,R]
RewriteCond % {HTTP_HOST} ~www\.(.*)$ [NC]

RewriteRule ~(.*)$ https://%1/$1 [R=301,L]

</VirtualHost>

To napandvw delyxvel wg root apxeio to /var/www/htmli/public. To certbot Ba kottdEeL To
ServerName emblem-ergani.gr kat 8a dnulovpynoet to ssl conf.

TEAOG TIPETEL VA KAVELG

service apache2 restart

-- Oa npémnel va detyvel To A record tov DNS oT0 server cov aAALWG b€ Ba punopéast va yivel
notomnoinon



2?2 2727272 27 proxysql 2?? 2?7
2222727 22 272222222227777

To ProxySQL ci{val éva high-performance proxy yia MySQL kat MariaDB. Xtnv ovoia
AeLTovpyel WG EVOLAPEDOC HETAED TWVY EPAPUOYWY OOL Kal TV BAoEwY 6EG0PEVWY OOV Kal
MPOCPEPEL O PKETAE MAEOVEKTAMOTA. AC TO €ENYHOOLUE AVOALTIKA:

17?772 279 P77

o AéxeToL SQL queries amnd TNV €Qappoyr oov Kal Ta MPowbel oTovg KatdAAnAovg MySQL
servers.

e Mniopel( va Aettovpynosl w¢ load balancer, 65nAadn va polpdlel Ta queries avaueoa o€
TMOAAQTAOUG servers yla KaADTepn andédoaon.

e Ynootnpilel replication-aware routing, d6nAadn pnopel va otelAel Ta read queries
otouc replicas kat Ta write queries otov master.

e Mapéxel caching, connection pooling, kat query routing yla kaAOTEPN andédoon Kat
AlyéTtepa connections otn Bdon.

2707 27070707 P0007007070°07°7°07°7°7

e Load balancing: MotpdCeL ta queries og mMOAAOOC servers yla bynAn dlabBeoudTnTa Kal
anédoon.

e Query routing: Kabopi{Cel oc nolo server Ba ndel kKAOe query (m.x., writes otov master,
reads otouc replicas).

e Connection pooling: Kpatdel avolyTéG oLVOETELG YL va UNv avolyouv/KAE(vouy
OLVEXWC.

e Query caching: AnoOnkeVeL TPOOWPLVA AMOTEAECUATO quUeries yla va JELWoeL To load
otn Baon.

o Failover & High Availability: Av néocL évag server, Ta queries unmopolv va cuvex{oovv
Va EKTEAOUVTOL OTOUG UTIOAOLTTOUG.

Y O A S i S i S il i o

e Y& guoTAuaTa PE MOAAODC MySQL servers (master + replicas).
e OTav BéAelc ammAl KALHAKWON (scale reads) xwpi(c va aAA&GTeLC TNV EpapuoyH.



e [l monitoring kat statistics Twv queries, KaBWCG unopel va KATaypAPEL MOLEC queries
TAVE Tov.

2TQ OLOTAMATA PAG TO XPNOLUOTOLOVHE KLPIWG Yo va €Xoupe AtydTepa max connections atn Bdon
debopévwy. AvTtd mouv Kdvel elval avti va avolyel véo connection yla kdBe véo apyeio PHP mou
avoiyetl kpatdetl eva Cwvtavd connection kat To dlatnpel HETAED KANOEWY EMLTAXVOVWVTAG TIOAD TN
dladkaoia ovvdeong Kal dev xpeldletal emumAéov connections (tcp ktlp)

MNati de To ypnowomnowodue yla load balancing?

Epelc ota mpdTlekT pag Twpa dev KAvoupe transactions ywa ta CRUD actions aAAd ta k&vouue
anevBeiag. To proxysql yla va pnopel va dtaveipel owotd tTa select kat Ta writes Ba mpEneL va
€xouvue transactions. Av o€ K&molo mMPoTeKT LEAAOVTIKA TpEEovEe Ue transactions (mou mpémel) Ba
MtopolpE pe proxysql va dnAwaoovue 2+ servers Kat he pia oovdeon va avaAapBavel To proxysql to
load balancing



P79 ??77?7 ?? redis ?7?7? ?77?
7070707072 072 P707070°070707070°07070707

To redis elvat pa in-memory key-value Bdon dedopévwy n omola xpnoluonoteite Kuplwg yla
dladlkaoiec caching. Q¢ cache tnv xpnoluomnoloOpe Kal ePe(C o geA(beg OnWG TO
mydata.semantic.gr & ergani.emblem.gr. Aedopéva mov nmapapévouy cuyxva (dla HmopovUE va Ta
Ba&Aovpe oto Redis wote avti va yiveTal emkowvwvia pe tTn Bdon dedopévwy Kal e TO OKANPO
dloko katemékTaon va yivetal To dtdBacua Twv dedopévwy amo tn uvripn n omola eivat MOAL mo

ypryopn.

EmunAéov av €xouue MOAAQTAEG eQapUOYEC oL prnopel va Bplokovtal oe AAAOLC OEPPBEP Kal TIPETEL
VQ ETLKOLVWVHOOUVWE PE TOV KEVTPLKS OEPPBEP av €xELG €va redis pnopeic va kpatrioslg "Ceotd" Ta
dedopéva mov o€ evdLlapépouvy dueoa xwpic emkowwvia ye tTn Bdon.

ElOk& o€ oepBep pe MOAD dlaBéoipun RAM sival apketd e0koAn emAoyr] to Redis yla eAdgpuvon tou
@bépTOoL TNG Bdong 6edopévwy Kat emtdyvvon TNG QappoyriG. Mapakdtw elvatl n texvoTpomnia mov
Xpnowuomnolel{te oTo ergani.emblem.gr ywa va dtaBdfovpe Kat va ypdeovue atn cache

public function getLimitedNotificationsByUser(int $iduser): array

{
$redisClient = $this->getRedisClient();

$cacheKey = "NotificationsModel:getLimitedNotificationsByUser:" . $iduser . ":"
($ SESSION[ 'usertype'] ?? 'prod');
$cacheTTL = 1800; // seconds

$cachedData = $redisClient->get($cacheKey);

if ($cachedData !== false) {

return json decode($cachedData, true);
$arr = $this->SelectSqlSlave("SELECT * FROM notifications WHERE iduser = ? ORDER BY
seen ASC, id DESC LIMIT 30 ", ['i', $iduser]);
$redisClient->setex($cacheKey, $cacheTTL, json encode($arr));

return $arr;



2to cache key Baloupue OAeC TIC HETABANTEC TNG AstTovpylag WoTe va unv cacharoume 6edopéva
arno &AAOLG XPOTEC KoL Epovue dedopéva amo AAAOLG. EAEyxouue apxlkd av vtdpxoLY aTNY
cache ta dedopéva Baon KAELOLO0 KaL av LTIAPYOLY ETILOTPEPOLPE Ta Hedopéva TNG cache.
Ala@opeTIKd K&dvoupe To select otn Bdon Kal emoTpépovue Ta dedopéva TnNG Bdong. TéEAog epdoov
nApaue Ta 6edopéva amno tn Bdon ta k&dvouvue cache.

Elvat onuavtikd og nepintwon nmov ylvouv aAAayr ota dedouéva va k&dvouvue invalidate tng cache

public function add(int $iduser, string $message): array

{
$redisClient = $this->getRedisClient();
$cacheKey = "NotificationsModel:getLimitedNotificationsByUser:" . $iduser . ":"
($ SESSION[ 'usertype'] ?? 'prod');
$redisClient->del($cacheKey);

return $this->otherSql("INSERT INTO notifications (type, iduser, seen, message) VALUES
(?,?,?,?7)", ["siis", "Info", $iduser, 0, $messagel);

}



P79 P ?270727°7°7°°7°7°7 ?7? alter table
P79 P2°007?°°77°7°7? ?777? | MYSQL

To alter table eilvat pia dtadikacia mov av dev yivel MPOOEKTIKE Unopel va E€PEL o€ KaTAoTAON
WRITE LOCK Tov table yla moAd wpa pe anoTéAeoua va un pnopel va ypdywetl kavelc otn Bdon. Oa
TIPETEL VO TIPOOEEOVUE O€ TiEp({MTWON Tov K&voupe alter table av kKdvoupue mpooBrikn column A
aAAayn column ) drop index KTAmM.

Elvat aopaAéc dladikaoia mov yivetal ypriyopa Kal de Ba empépet lock yia peydAo xpovikd
dldotnua. Mnopel va yivel oe mapaywylkry Bdon

VARCHAR -> TEXT

Ol aAAayEG o€ dLa@opeTikd column type unmopolv va apynoouy mdpa MoAL KaBwg xpeLtdleTal va
yivel dlaypagri oAokAnpn Ttou table Kot peta@opd oe dAAo table émov o mivakag
enavadnulovpyelte. Oa nmpénel va yivel MPooeKTIKOC EAEYXOC av BEAOVUE va KAVOLUE TETOLX
oAAQy Kol val OKEQPTOUUE TO XPOVO oL Prnopel va dlapkEaeL. ZuvriBwe TETOLX AAAQYEC BE MPEMEL va
y{vouv moTé o€ mapaywyLkd mivaka

Mmopel va y{vel e ao@dAela o€ MoPAYWYLKS Tivaka



How to do safely ALTER TABLE
for changes Iin column types with
pt-online-change-schema

pt-online-schema-change will do alter tables without affecting at all the production table locks. It
runs completely silent and is pretty safe.

If we want to check what exactly the pt-online-schema-change will do you can first do a dry run
which will output what exactly will run

pt-online-schema-change --alter "MODIFY COLUMN xmlISent MEDIUMTEXT" --dry-run --print --alter-

MPOZOXH: NA IINETAI EAEMXOZ OTI YIAPXEI XQPOZ >TO ZEPBEP. AN EXEIZ AITO XQPO EXEIY

To actually run it later on

pt-online-schema-change --alter "MODIFY COLUMN xml|Sent MEDIUMTEXT" --execute --print --alter-
foreign-keys-method=auto --progress percentage,1 D=emplemdb,t=novusXMLTrans -u root -



How to swap a replication and a
master database with each other
efficiently

On the master database

1. set the master database on read only

SET GLOBAL super_read_only = ON;
SET GLOBAL read_only = ON;

On slave database

find the last bin log position and file to later make this the replica
SHOW MASTER STATUS;

mysql> SHOW MASTER STATUS;

e Fommmmmeen e e T +

| File | Position | Binlog_Do_DB | Binlog_Ignore_DB | Executed_Gtid_Set |
o ommmmmee- o oo ommmm e +

| mysql-bin.011112 | 5895164 | emplemdb | | |
o Fommmmmeen s e e +

1 row in set (0.00 sec)

Save this output to a text file

stop the slave status and check the read only status. It should stop being read only
STOP SLAVE;

RESET SLAVE ALL;

Now this is your new master database

Change the app credentials to look at the slave database

On the old server setup the slave status and start slave

CHANGE REPLICATION SOURCE TO
SOURCE_HOST='PRIMARY_IP’,



SOURCE_USER='repl",
SOURCE_PASSWORD='StrongPassword’,
SOURCE_LOG_FILE="mysql-bin.000012’,
SOURCE_LOG_POS=45678;

start slave;



?°07?7?7°7?7?7°7?7?7?7?7? Google
CAPTCHA ?? cloudflare turnstile

e wh e

o

20vdeon oto https://dash.cloudflare.com/

Mnaivovue oto application security > turnstile

Kd&vouue click add widget

Mpoobétoupe hostnames

Anobnkebouue to widget kKol kpatdue To public/private key mouv pag dwvel ylatt 6a Ta
XPNOLUOTIOL{OOVLE apYOTEPQ

<body>

<div id="captcha" data-size="invisible"></div>

<button id="send">Send</button>

<script
src="https://challenges.cloudflare.com/turnstile/v0/api.js?onload=onloadTurnstile&ren

der=explicit" async defer></script>

<script>

let widgetlId;

// Cloudflare Turnstile (global callback referenced by the API script URL)
window.turnstileWidgetId = null;

window.turnstileToken = ;

window.turnstileAutoSubmit = false;

window.setSignInDisabled = function (disabled) {

const btn = document.getElementById("sign-in");

btn.disabled = !!disabled;
btn.style.opacity = disabled ? "0.7" : "1";
btn.style.cursor = disabled ? "not-allowed" : "pointer";

};

window.onloadTurnstile = function () {

const render = () => {


https://dash.cloudflare.com/

invisible.

};

const el = document.getElementById("cf-turnstile");

window.turnstileWidgetId = turnstile.render(el, {
sitekey: "PUBLIC KEY",
// If you want to use ONLY your own "Ei{codog" button, keep this

size: "invisible",

callback: function (token) {
window.turnstileToken = token || "";
window.setSignInDisabled(false);
window.turnstileAutoSubmit = false;
document.getElementById("sign-in")?.click();

b

"expired-callback": function () {
window.turnstileToken = "";
window.turnstileAutoSubmit = false;
window.setSignInDisabled(false);

I

"error-callback": function () {
window.turnstileToken = "";
window.turnstileAutoSubmit = false;

window.setSignInDisabled(false);

if (document.readyState === "loading") {
document.addEventListener("DOMContentLoaded", render);
} else {
render();

}

document.getElementById("send").addEventListener("click", () => {

event.preventDefault();

let fields = {
$email: document.getElementById("email"),

$password: document.getElementById("password"),



+;

const turnstileToken =
window.turnstileToken ||
(window.turnstileWidgetId !== null && typeof turnstile !== "undefined"
? turnstile.getResponse(window.turnstileWidgetId)

")

if (!turnstileToken) {
// Disable your login button while captcha runs
window.setSignInDisabled(true);

window.turnstileAutoSubmit = true;

// For invisible Turnstile, execute it now
try {
turnstile.execute(window.turnstileWidgetId);
} catch (e) {
window.setSignInDisabled(false);
window.turnstileAutoSubmit = false;
}

return;

// Disable while the login request is in-flight (prevents double submit)

window.setSignInDisabled(true);

postData("/api.php?op=signIn", {
email: fields.$email.value,
password: fields.$password.value,
turnstileToken: turnstileToken,
"cf-turnstile-response": turnstileToken,

})

});
</script>

</body>

7. B&Coupe oto script mdvw kot 6tav k&dvovue send €xouvpe MAéov To token mov Ba oTaABel
oto backend
8. X10 backend petd kdvouvue T0O MapakdTw yia emPBeRaiwaon oTL £lvaL OK va TIPOXWPHTOLUE



9. $token = $ POST['cf-turnstile-response']; // <-- Token from Turnstile
$secret = "YOUR SECRET KEY";

$verify = curl init("https://challenges.cloudflare.com/turnstile/v0/siteverify");
curl setopt($verify, CURLOPT_POST, true);
curl setopt($verify, CURLOPT_RETURNTRANSFER, true);
curl setopt($verify, CURLOPT_ POSTFIELDS, [
'secret' => $secret,
"response' => $token

1);

$response = json decode(curl_exec($verify), true);

if ($response["success"]) {
echo "HUMAN VERIFIED!";
} else {
echo "FAILED";

MepLKEG EMMAEOV EMEENYNOELG YA TO TToPATIAVW. KAVOLUE oMW €lval copy paste auTo TO KOUPATL

let widgetld;

// Cloudflare Turnstile (global callback referenced by the API script URL)
window.turnstileWidgetId = null;

window.turnstileToken = ;

window.turnstileAutoSubmit = false;

window.setSignInDisabled = function (disabled) {

const btn = document.getElementById("sign-in");

btn.disabled = !!disabled;

btn.style.opacity = disabled ? "0.7" : "1";

btn.style.cursor = disabled ? "not-allowed" : "pointer";
b

window.onloadTurnstile = function () {
const render = () => {

const el = document.getElementById("cf-turnstile");



window.turnstileWidgetId = turnstile.render(el, {
sitekey: "PUBLIC KEY",
// If you want to use ONLY your own "E{cobog" button, keep this invisible.
size: "invisible",
callback: function (token) {

window.turnstileToken = token || "";

window.setSignInDisabled(false);
window.turnstileAutoSubmit = false;
document.getElementById("sign-in")?.click();

b

"expired-callback": function () {
window.turnstileToken = "";
window.turnstileAutoSubmit = false;
window.setSignInDisabled(false);

b

"error-callback": function () {
window.turnstileToken = "";

window.turnstileAutoSubmit = false;

window.setSignInDisabled(false);

b
3
}i
if (document.readyState === "loading") {

document.addEventListener("DOMContentLoaded", render);
} else {
render();
}
b

Age Ba xpeLaoTel va aAAOEOLUE KOTL 0w €KTOC armo to document.getElementByld("sign-in") va
DELYVEL TO KOULUTIL CLVOEDONG. KL ETIELTO TMA{PVOVUE OTIWG ELVAL AVTO TO KOMMUATL TIPLY TO request
ovvdeong:

const turnstileToken =
window.turnstileToken ||
(window.turnstileWidgetId !== null && typeof turnstile !== "undefined"
? turnstile.getResponse(window.turnstileWidgetId)

")



if (!turnstileToken) {
// Disable your login button while captcha runs
window.setSignInDisabled(true);

window.turnstileAutoSubmit = true;

// For invisible Turnstile, execute it now
try {
turnstile.execute(window.turnstileWidgetId);
} catch (e) {
window.setSignInDisabled(false);
window.turnstileAutoSubmit = false;

}

return;

// Disable while the login request is in-flight (prevents double submit)

window.setSignInDisabled(true);

Kat anAa gLPMEPLAQMBOVOLE GTNY ATTOCTOAN UETA TO

turnstileToken



Generate SSL certificate for
Wildcard

sudo certbot certonly --manual --preferred-challenges=dns --email
thanasismpalatsoukas@gmail.com --agree-tos -d "*.emblem-ergani.gr"



How to run mysqgl clone on a
server

1. Prerequisites

Before you start, ensure both servers meet these requirements:

e Version: Both must be MySQL 8.0.17 or higher.
e Operating System: Must be the same (e.g., both Linux).
e Plugins: The clone plugin must be installed on both.

2. Step-by-Step Configuration

Phase A: Prepare the Donor (Primary)

Log into your Primary server and run:

SQL
oo

-- Install the plugin
INSTALL PLUGIN clone SONAME 'mysql clone.so';

-- Create a replication user with cloning permissions

CREATE USER ‘'clone user'@'s' IDENTIFIED BY 'password';
GRANT BACKUP_ADMIN ON *.* TO 'clone user'@'s';

Phase B: Prepare the Recipient (Replica)

Log into your New Replica server and run:



SQL
Bo

-- Install the plugin
INSTALL PLUGIN clone SONAME 'mysql clone.so';

-- Allow the recipient to be overwritten by the donor

SET GLOBAL clone valid donor list = 'primary-ip-address:3306';

Phase C: Execute the Clone

On the Recipient server, trigger the data transfer. Warning: This will delete all existing data on
the recipient and restart the MySQL service automatically after completion.

SQL
Bo

CLONE INSTANCE FROM 'clone user'@'primary-ip-address':3306 IDENTIFIED BY 'password';

3. Completing the Replication

The beauty of the Clone plugin is that it automatically captures the Binary Log coordinates (GTID
or filename/position) during the transfer.

Once the recipient restarts, log back in and check the status:

SQL
Do

SELECT BINLOG FILE, BINLOG POS FROM performance schema.clone status;

Option 1: If using GTIDs (Recommended)

If your primary uses GTIDs, replication might start automatically or simply require:



SQL
o

CHANGE REPLICATION SOURCE TO
SOURCE_HOST='primary-ip-address',
SOURCE USER='repl user',
SOURCE_PASSWORD="password",
SOURCE_AUTO POSITION=1;

START REPLICA;

Option 2: If using Binary Log Position

SQL
oo

-- Use the coordinates found in performance schema.clone status
CHANGE REPLICATION SOURCE TO

SOURCE_HOST='primary-ip-address',

SOURCE_USER='repl user',

SOURCE_PASSWORD="password",

SOURCE_LOG FILE='binlog.00000X',

SOURCE_LOG P0S=123;
START REPLICA;



emblem ergani disaster
response for traffic

Eav Bpebouvpue otn duoapeotn Beon va MECEL O KEVTPLKOG OEPPBEP OV QLAEEEL TO emblem ergani
(88.198.203.86) éYouvpe £TOLUO 20 OEPPREP O OTOLOC ELVAL ETOLHMOC va AaBEL TN Beon Tov
(167.235.135.104).

BApaTa yla TNV pETAQOpa AstTovpylag amno tov 88.198.203.86 -> 167.235.135.104
- AAAayn A Record otov 167.235.135.104

- Evepyornownon apache conf a2ensite

a2ensite /etc/apache/sites-available/ergani.emblem.gr.conf

YTIAPYXEL O TIEPLTTWON €8W va £xovue modules oto ergani.emblem.gr.conf Ta omnowa 6EvV LTIAPYOLY
oto oepPep. KateBaote Ta

- Anpovpyla vewv SSL certificates pe certbot | peTtagopa certs ano To mponyovpevo
oepBep

- Avolypa cronjob katL kave comment out avta mov BaAape oe comments yLa EKTAKTN
avaykn



Automate git pull securely

? Best setup for your repo server

(recommended): SSH deploy
key

This is the standard production approach.

1. On the server: create an SSH key

ssh-keygen -t ed25519 -C "emblem-ergani-server"

Press Enter for default path:

/root/.ssh/id _ed25519

2. Show the public key

cat ~/.ssh/id ed25519.pub

Copy it.

3. Add it to your GitHub repo



Go to:
[I1 Repo — Settings - Deploy keys - Add key

Paste the key.

Important choice:

e v Enable “Allow write access” if server will push
e Otherwise leave it read-only (safer for production pulls)

4. Switch repo remote to SSH (on
server)

Inside your project:

git remote set-url origin git@github.com:semantic-software/emblem-ergani.git

5. Test authentication

ssh -T git@github.com

You should see:

Hi semantic-software! You've successfully authenticated...



6. Now automation works (no password
ever)

git pull origin main

? Automate it (cron / deploy
hook)

Example cron (pull every minute)

crontab -e

* * * cd /var/www/emblem-ergani && git pull origin main



77?7?77 setup ??7? ?7? cookie
widget (semantic cookie)

277?777 setup ??? ?? cookie widget

1. BdaAe to widget script oto TéAog TNG oeAidag TonmobETNoE To pila popd, Alyo mpv To
KAE{OLHO TOU </body>: html <script src="https://cdn.emblem.gr/semantic-cookie/cookie-
widget.js"></script>

2. InUOvTIKO yla scripts mov Be¢ va pnmAokdpovtal pExpL consent Ta tracking scripts mpémnet
va dnAwvovtal we text/plain (6xtL kavovikd JS), ue data-* attribute katnyopiag.
Mopddelypa: html <script type="text/plain" data-cookiecategory="analytics"> // Facebook
Pixel, GA, Clarity, kTA. </script> Mmope(c avt{ yla analytics va BAAELC GAAN
Katnyopla, avaAoya Pe To script.

3. Consent update npog Google (mpoatpeTiké aAA& MPOTEWVOUEVO) AV XPNOLUOTIOLE(G

GTM/gtag, kpdtnoe listener yla To event cookieConsentSaved : html <script>
document.addEventListener('cookieConsentSaved', function(event) { var consent = event &&
event.detail && event.detail.consent ? event.detail.consent : null; if (!consent ||
typeof gtag !== 'function') return; var marketingGranted = !!consent.marketing; var
analyticsGranted = !!consent.analytics; gtag('consent', ‘'update', { ad storage:
marketingGranted ? 'granted' : 'denied', ad user data: marketingGranted ? 'granted'
‘denied', ad personalization: marketingGranted ? 'granted' : 'denied', analytics storage:
analyticsGranted ? 'granted' : 'denied', functionality storage: 'granted',
personalization storage: marketingGranted ? ‘'granted' : 'denied', security storage:
'granted' }); }); </script>

4. Zepd eéptwong mov npoteivetal 1. Consent Mode default (denied by default) 2.
GTM/gtag 3. Listener cookieConsentSaved 4. Cookie widget script (mptv TO0 </body> )

5. I'priyopo checklist - To widget pnaivel pévo pia popd. - Ta scripts mov BEAELG va
eAéyxovtal and consent elval type="text/plain" Kal €XxOUV data-cookiecategory="..." .-
Me accept analytics/marketing, evnuepwveTal cwoTtd To consent oto gtag. - Me reject, Ta

avtioTtolya storage pévouv denied .



